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AUTHENTICATION -1

 ONE WAY AUTHENTICATION

 PASSWORD BASED AUHTENTICATION

 CERTIFICATION BASED AUHTENTICATION

 MUTUAL AUHTENTICATION

 DICTIONARY ATTACKS
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1.PASSWORD BASED AUHTENTICATION

(A) Communicating password

(B) Communicating hash of passwordSource diginotes.in
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One way authentication  using challenge-response protocol
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MUTUAL AUTHENTCATION
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SHARED SECRET-BASED AUTHENTICATION
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Dictionary attacks                 

1. Attack types

• Two types of dictionary attacks are on-line and off-
line.

• In online attacks, an intruder attempts to login to the
victim’s account by using the victim’s login name and
a guessed password.

• In online there is a limit on the number of failed login
attempts.

• In off-line attack leaves few fingerprints.

• One possibility is the attacker to get a hold of the

password file.
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Cont…
• Another possibility is for the attacker to eavesdrop on the

communication link during client authentication.

// let D be an array containing the dictionary

// let F denote f(pw,R) where pw is client’s password

// let n be the number of permissible guesses(size of D)

Found=false

i=0

While(~found && i<n)

{

X=f(D[i],R)

If(x==F) {

Print(“CORRECT  PASSWORD is D[i]”)

Found=true

}

} Source diginotes.in



2. Defeating Dictionary Attacks
• One approach is to increase the cost of performing

such an attack.

• The cost is the time to successfully complete the
attack.

• The most time consuming operation in each
iteration of the dictionary attack program is
f(D[i],R).

• Hence to decrease the attacker’s chance of success,
the function f(D[i],R) could be made more
computationally expensive.

• H(……..h(h(D[i],R))….)
Source diginotes.in



A protocol that eliminates off-line dictionary attack is theEncrypted
Key Exchange(EKE)

• It is a password-based protocol.

• It combines Diffie-Hellman key exchange with mutual
authentication based on a shared secret.

• DHKE is vulnerable to a man-in the middle attack
which is due to the unauthenticated exchange of
partial secrets g^a mod p and g^b mod p.

• In EKE, each side transmits its partial secret after
encrypting it. The encryption key, PW, is the hash of
the password.

• Fig shows the 4 messages that are exchanged in EKE.
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AUTHENTICATION –II

Advantages of secret key cryptography over public 
key cryptography.
• First, DC and PKI are needed in support of public key cryptography. 

So there is a substantial cost  to set up and maintain a PKI.

• Second public/private key operation are relatively slow compared 

to secret key operations.

Disadvantages of secret key cryptography
• An entity must share a key with each party it wishes to

communicate with.

• Suppose if entity communicates with large number of other
entities over time, it must share a secret with each of those parties.

• So managing and securely storing a large number of keys is a non-

trival task.
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One approach is to use trusted third 
party

• It function as a key distribution centre(KDC).

• Each user registers with a KDC and chooses a password.

• A long-term secret, which is a function of the password, is
to be exclusively shared by that user and the KDC .

• The main function of the KDC is to securely communicate a
fresh, common session key to the two parties who wish to
communicate with each other.
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Message confidentiality using a KDC
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The Needham-Schroeder protocol
• In this protocol, both sides proceed to challenge the other to prove

knowledge of the session key.

• The challenge is a nonce.

• The response involves decrementing the nonce and encrypting the
nonce with the session key.

• MSG1:A informs the KDC that it intends to communicate with B.

• MSG2:KDC dispatches session key and the ticket to B[Encrypted
with long term key shared b/w B & KDC] in its msg to A[ Encrypted
with long term key shared b/w A & KDC].

• MSG3:A then forwards the ticket together with her challenge to B.

• MSG4:B response involves decrementing the nonce and new
challenge to A, both encrypted using a session key.

• MSG5: A response to B by decrementing the nonce encryptrd using
a session key.
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The Needham-Schroeder protocol

• Provide mutual authentication by including a 
challenge-response phase.
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Man-in-the middle attack on preliminary version1

• The attacker, X, is an insider who shares a long-term key with the
KDC.

• The attacker , X, intercepts MSG1, substitutes B for X and sends
the modified msg to the KDC.

• In response, the KDC creates a ticket encrypted with X’s long-term
key and send it to A.

• Now X intercepts MSG3.He decrypts the ticket using the long term
secret he shares with the KDC. He thus obtains the session key.

• MSG 3 also contains A’s challenge R1.X uses the session key to
decrypt the part of the msg containing A’s challenge. He
successfully responds to A’s challenge in MSG 4.

• Thus, X successfully impersonates B to A.
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Preliminary Version 2

• Solution to previous problem is to include B’s identity in the
encrypted message from the KDC to A in MSG 2.

• Now, after A receives and decrypts MSG2, she checks whether B’s
identity is contained inside the msg.

• The presence of B’s identity confirms to A that the KDC knows
that A wishes to communicate with B.
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A determined attacker X does the following:

• X eavesdrops upon and meticulously records many of A’s sessions with
the KDC and with B over a period of time.

• He then steals B’s password or long-term key.

• B recognizes that his password has been stolen and immediately reports
the incident to the KDC. He obtains a new long-term key which he uses
subsequently.

The following scenario shows X successfully impersonating B to A.

• A wishes to communicate with B and sends MSG1

• X intercepts the KDC’s response(MSG2) and instead plays a previous
recording of MSG2. X is careful to replay a copy of MSG2, which he
recorded before B’s key was compromised(contains a ticket encrypted
with B’s old key.

• X then intercepts MSG3 from A, which contains the old ticket and a fresh
challenge to B. X has B’s old key, he can decrypt this ticket and recover the
session key.

• X knows session key , he can respond to A’s challenge in MSG4.

• X’s response is exactly what A expected to receive from B. Hence A is
convinced that she is talking to B.Source diginotes.in



Preliminary Version 3
• Previous problem solved by ensuring the freshness of MSG2.

• A sending a nonce in MSG1 and receiving confirmation of its
receipt by the KDC.
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• X could still attack the protocol by recording previous messages and
selectively replaying them when the right opportunity presents itself.

• He attempts to steal A’s password or long-term key and success in it.

• MSG2 was recorded by X before A’s key was compromised.

Using the compromised key, X can decrypt this msg and recover the

• Old session key used then and the old ticket dispatched to B.

To impersonate A, X does the following:

• X sends, in MSG1 to B, the old ticket and a challenge R1, encrypted with
the old session key.

• B responds to X’s challenge and also communicates his own challenge,R2.

• Because X has the session key, he responds to the challenge by encrypting
R2 with the old session key.

B receives the response and is convinced he is talking to A but he is talking to
X.
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Needham-Schroeder protocol: Final Version
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KERBEROS
• A scenario with multiple users and multiple servers in an

organization.

• A user, once logged in, may then wish to access different resources
such as e-mail or a file server in the course of that login session.

• One possibility is for the user to have multiple passwords on each
of these servers.

• Humans remember and update multiple passwords is not practical.

• A user could use the same password for all servers but distributing
and maintaining a password file across multiple servers is a security
risk. Source diginotes.in



A password-based system should ensure the following:

• The password should not be transmitted in the clear.

• It should not be possible to launch dictionary attacks using the
eavesdropped-upon messages containing a function of the
password.

• The password itself should not be stored on the authentication
server, rather it should be cryptographically transformed before
being stored.

• A user enters her password only ONCE during login. Thereafter, she 
should not have to renter her password to access other servers for 
the duration of the session. This feature is called single sign-on.

• The password should reside on a machine for only few milliseconds 
after being entered by the user.
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• The KDC is logically split into two entities here- the
authentication server(AS) and the Ticket Granting
Server(TGS).

• The Ticket is the mechanism used to safely distribute
session keys.

• User A shares a secret Ka with the AS.

• Each server, B shares a secret Kb with the TGS.

• Kerberos also makes use of timestamps.
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Kerberos message sequence
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BIOMETRICS
• A biometric is a biological feature or characteristic of a person that

uniquely identifies him/her over his/her lifetime.

• Common forms of biometric identification include face recognition,
voice recognition, manual signatures and fingerprints.

• More recently, patterns in the iris of the human eye and DNA have
been used.

• Biometric forms were first proposed as an alternative or a
complement to passwords.

• Passwords are based on what a user knows and are based on what
a person has.

• A biometric, on the other hand, links the identity of a person to
his/her physiological or behavioural characteristics.
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The two main processes involved in a biometric
system are:

• Enrolment: A subject’s biometric sample is acquired. The essential
features of the sample are extracted to create a reference
template. Sometimes multiple samples are taken and multiple
templates are stored to increase the accuracy of a match in the
subsequent recognition phase.

• Recognition: A fresh biometric sample of the person is obtained.
This is then compared with the reference templates (created
during enrolment) to determine the extent of a match.
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Biometrics is used in at least two different situations:

Authentication or Identity verification:

• A biometric systems stores login name and biometric sample
pairs.

• During a login attempt, a biometric sample (such as a fingerprint 
scan) of the user is taken.

• The biometric sample is compared with the sample stored on
the server.

• The user is authenticated only if a match between the two
occurs.

Source diginotes.in



Identification

• Subject’s identity is not presumed to be known beforehand.

• It is assumed that a database of biometric samples of several
users already exists.

• The subject’s biometric sample is compared with the samples in
the database to determine if a match exists with any one of
them.

• Authentication involves a one-to-one match, identification
involves a one-to-many match.
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A characteristics of a good biometric include the following:

• Universality: All humans should be able to contribute a sample of
the biometric.

• Uniqueness: biological samples taken from two different humans
should be sufficiently different that they can be distinguished by

machine intelligence.

• Permanence: The biometric should not change over time
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IPsec- Security at the Network Layer

• Security at different layers: Pros and Cons.

• IPsec in Action.

• Internet Key Exchange (IKE) protocol.

• Security Policy and IPsec.

• Virtual Private Networks.
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IPsec in action
• IP-level security encompasses three functional

areas:

1. Authentication: Assures that a received packet was, in
fact, transmitted by the party identified as the source in
the packet header.

2. Confidentiality: Assures that the packet has not been
altered in transit.

3. Key management: It is concerned with the secure
exchange of keys.
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Applications of IPsec
• IPsec provides the capability to secure communication across a

LAN, across private and public WANs, and across the Internet.

Examples:

• Secure branch office connectivity over the Internet: A company
can build a secure VPN over the internet.

• Secure remote access over the Internet: An end user whose
system is equipped with IP security protocols can make a local call
to an ISP and gain access to a company network.

• Establishing extranet and intranet connectivity with partners: It
can be used to secure communication with other organizations,
ensuring authentication, confidentiality & providing key exchange.

• Enhancing electronic commerce security: Even though some web

and electronic commerce applications have built in security

protocols the use of IPsec enhances that security.Source diginotes.in



Benefits of IPsec
• IPsec is implemented in a firewall or router, it provides strong

security that can be applied to all traffic crossing the perimeter.

• IPsec in a firewall is resistant to bypass if all traffic from the outside
must use IP and the firewall is the only means of entrance from the
Internet into the organization.

• There is no need to change software on a user or server system
when IPsec is implemented in the firewall or router.

• IPsec can be transparent to end users. There is no need to train
users on security mechanisms, issue keying materials or revoke
keying material when users leave the organization.

• IPsec can provide security for individual users if needed.
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IPsec Services
• The services are

1. Access control.

2. Connectionless integrity.

3. Data origin authentication.

4. Rejection of replayed packets.

5. Confidentiality.

6. Limited traffic flow confidentiality.
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Security Associations
• An association is a one-way relationship between a sender and a

receiver that affords security services to the traffic carried on it.

• If a peer relationship is needed, for two-way secure exchange, then
two security associations are required.

• Each node has a database of SAs for all connection originating from
or terminating at it. This database is referred as SA database.

• A SA is uniquely identified by three parameters:

1. Security Parameters Index(SPI): SPI is carried in AH and ESP
headers to enable the receiving system to select the SA under
which a received packet will be processed.

2. IP Destination Address: This is the address of the destination
endpoint of the SA, which may be an end user system or a network
system such as a firewall or router.

3. Security Protocol Identifier: This indicates whether the association
is an AH or ESP security association.
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SA Parameters

• Sequence number counter.

• Sequence counter overflow.

• Anti-replay window.

• AH Information.

• ESP Information.

• Lifetime of this security association.

• IPsec protocol mode.

Source diginotes.in



Transport mode
• Transport mode is used for end-to-end communication between

two hosts.

• When host runs AH or ESP over IPv4, payload is the data that
normally follow the IP header.

• For IPv6, the payload is the data that normally follow both the IP
header and any IPv6 extensions headers that are present, with the
possible exception of the destination options header, which may be
included in the protection.

• ESP in transport mode encrypts and optionally authenticates the IP
payload but not the IP header.

• AH in transport mode authenticates the IP payload and selected
portions of the IP header.
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Tunnel mode
• Tunnel mode provides protection to the entire IP packet.

• To achieve this, after the AH or ESP fields are added to the IP
packet, the entire packet plus security fields is treated as the
payload of new outer IP packet with a new outer IP header.

• The entire original or inner packet travels through a tunnel from
one point of an IP network to another: no router along the way are
able to examine the inner IP header because the original packet is
encapsulated, the new larger packet may have totally different
source and destination addresses adding to the security.

• Tunnel mode is used when one or both ends of an SA are a
security gateway, such as a firewall or router that implements
IPsec.
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IPsec protocols: AH and ESP
• The authentication header provides support for data integrity and 

authentication of IP packets.

• AH consists of the following fields

1. Next header: Identifies the type of header immediately following 
this header.

2. Payload length: Length of AH in 32-bit words, minus 2.

3. Reserved: For future use.

4. Security parameters index: Identifies a SA.

5. Sequence number: A monotonically increasing counter value.

6. Authentication data: A variable length field that contains the 
integrity check value or MAC for this packet.
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ESP format
• Encapsulating security payload provides confidentiality services,

including confidentiality of message contents and limited traffic
flow confidentiality.

• ESP contains the following fields:

1. Security parameters Index: Identifies a security association.

2. Sequence number: A montonically increasing counter value, this
provides an anti-replay function.

3. Payload data: This is a transport level segment or IP packet that
is protected by encryption.

4. Padding: If an encryption algorithm require the plaintext to be a
multiple of some number of bytes, the padding field is used to
expand the plaintext to the required length.
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5. Pad length: Indicates the number of pad bytes immediately
preceding this field.

6. Next header: Identifies the type of data contained in the payload
data field by identifying the first header in that payload .

7. Authentication data: A variable length field that contains the
integrity check value computed over the ESP packet minus the
authentication data field.
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Internet key exchange protocol
• The main goal of IKE is to establish an SA between two parties that wish to

communicate securely using IPsec.

• IKE is an application layer protocol using the connectionless UDP protocol.

• IKE borrows heavily from two major sources- the Internet security
association and key management protocol (ISAKMP) and oakley.

• ISAKMP defines formats of various entities such as the digital signature and
the digital certificate.

• It also specifies the rules for stringing payloads together to form a valid
msg.

• Oakley specifies the kind of information to be exchanged in each message
that is part of IKE.
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Internet key exchange

• Purpose 

1. Mutual authentication.

2. Shared secret establishment.

3. Crypto algorithms negotiation.

4. Security association establishment.
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IKE is composed of two phases.

• In the first phase, an IKE SA is established. This creates a secure
channel upon which the communicating parties can then
established multiple IPsec SA instances over time.

• It is good security practice to periodically change cryptographic
keys used by two communicating parties.

• In phase 1, long term keys are derived.

• In phase 2, shorter term keys are derived for use between two
parties. This key is a function of the long term keys computed in
phase 1 together with nonce exchanged in phase 2.

• Key agreement use DHKEP, unauthentication key exchange is
vulnerable to man-in middle attacks and session hijacking.

• Attacker could induce its victim to compute useless modular
exponentiation leading to a DOS attack.

• It is designed to withstand these attacks while at the same time
offering a menu of different cryptographic algorithms and
authentication methods.Source diginotes.in



IPsec Cookies
• To thwart DOS attack, IKE makes extensive use of cookies.

• One cookie is created by the initiator A and another by the responder B.

• Phase 1 of IKE uses DHKE, an attacker creates many spurious messages
each one being a request to set up an IKE SA with B.

• A spoofed IP source address is used in each of these messages.

• The responder would have no ways of knowing that the message are
spoofed.

• To frustrate such attacks, IKE mandates that B should compute a 64-bit
integer called a cookie.

• Cookie: It is a hash function of many variables including the IP address of
A, an secret know only to B and possibly the time.
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• A required to send this cookie to B in all subsequent messages.

• In general this cookie will be different for different IP address.

• On receipt of a message from A, B will check to see whether the

cookie corresponds to A’s IP address.

• If the check fails, B will abort session establishment and hence
avoid performing the modular exponentiation.

• The attacker will have no way to spoof the cookie created in
response to a request from A.

• The pair (Ca, Cb) plays the role in IKE.
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IKE phase 1
• The following are accomplished in IKE phase 1:

1. The authentication method, encryption and hash algorithms
together with the diffie- hellman group to be used are
negotiated.

2. Both parties authenticate themselves to each other.

3. Keys, key(a) and key(e) are computed. These keys are used for
message integrity protection and encryption respectively in both
phase 1 and phase2.

4. Cookies are created at the start of phase 1 and serve the purpose
of an IKE connection identifier.
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Phase 1 use one of two modes
• Main mode: 6 messages, mutual authentication, session key

establishment, hiding endpoint identity, negotiating cryptographic
algorithms.

• Aggressive mode: 3 messages, mutual authentication, session key
establishment.

• The motivation for introducing main mode is to hide the identities
of sender and receiver from eavesdroppers.

• The main mode of IKE seeks to protect the confidentiality of these
alternative forms of identification through encryption.

• To perform mutual authentication, IKE assumes that either A and B
share a secret or A and B each have a public key private key pair.

• There are two ways in which A and B might prove knowledge of
their private keys by signing a message( signature private key) or
by decrypting a challenge( decryption private key).
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Main mode

1. Option 1: A and B share a secret key(s).

2. Option 2: A and B each have private signing keys.

3. Option 3: A and B each have private decryption 
keys.
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Option 1:
• The sequence of messages exchanged between A and B under the 

assumption that A and B share a secret keys.

• MSG1: Contains the cryptographic algorithms proposed by A for
use in the IKE SA in addition to the cookie Ca, denoted by Sa.

• MSG2: Cryptographic algorithms accepted by B.

• MSG 3 & 4: Both side exchange nonce and the diffie- hellman
partial keys.

• MSG 5 & 6: A and B independently compute a hierarchy of
secrets.

• Both A and B use a MAC for message authentication and integrity.

• MSG 5 & 6, both sides reveal their identities to one another.

• Messages are encrypted with Key(e) .

• Major drawback is with shared secret.

• Alternatively B, could keep track of all entities that it expects to
communicate with from each IP address.Source diginotes.in



Option 2:
• The main difference is that authentication and integrity protection

of messages is by digital signature on MAC(a) and MAC(b) using
their private keys.

• A and B dispatch their signing key certificate in MSG 5 and MSG 6
so that other party can perform signature verification.

Option 3:
• Both sides exchange their identities earlier in message 3 &4.

• Each side generate a nonce and encrypts it with the other side’s
public key.

• Each side encrypts its identity together with its DH partial key with
temporary keys K(a) and k(b).

• MSG 5 & 6, each side transmits a MAC.

• An incorrect MAC would be detected by the other party and would
result in the IKE exchange being aborted.

Source diginotes.in



Source diginotes.in



Aggressive mode
• Identities of the communicating parties are no longer

hidden from passive eavesdroppers.

• Diffie – hellman group used and the group parameters are
decides by A.

• A chooses a group, computes its partial key and sends it
to B in MSG 1.

• B has no choice but to accept the group chosen by A.
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IKE phase 2
• With existing IKE SA, two parties participate in an IKE phase 2exchange in

order to establish a new IPsec SA.

• Fig shows the 3 messages exchanged in quick mode.

• All messages are encrypted using the secret key(e) computed in the
previous phase.

• Message integrity and data source authentication is provided by using an
HMAC. The key for the HMAC is key(a) also computed in phase 1.

• A 32-bit message ID (MID) together with the two cookies Ca and Cb are
dispatched as part of each of the three messages.

• Both sides send their proposals of cryptographic algorithms to be used in
the IPsec SA. These are denoted SA(a ) and SA(b).

• To guarantee freshness both sides also generate and transmit nonces, Na
and Nb.

• Is to agree on the secrets to be used for authentication and encryption as
part of the IPsec SA. These secrets are computed simultaneously by both
sides and are a function of KEY(d) computed in phase 1 and the nonces.
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Security policy and IPsec
• Security policy database(SPD) is used to determine whether a

packet sent or received should pass through, bypass it, or simply be
dropped.

• Decision is made based on fields in the IP and transport headers.

• These fields called selectors include the destination IP address, the
type of transport layer protocol and the type of application.

• Selectors are used to index into the SPD.

• The output indicates whether security should be applied.

• If the packet is part of the IP traffic that already has an existing SA,
then the SPD returns a pointer to that SA.

• If an SA does not exist or has expired, the IKE protocol is used to
establish an SA between the sender and receiver.
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Virtual private networks
• VPN enables organizations to communicate securely over a public,

shared network such as the internet.

• One possibility is to use dedicated point-to-point lines such as T1
leased lines to keep communications confidential.

• IPsec is just the protocol that helps secure IP traffic over such open
and insecure networks.

• A secure VPN uses cryptographic techniques to provide not just
confidentiality but also authentication and message integrity.

• In trusted VPN, customer traffic is not usually encrypted. Instead the
infrastructure of the service provider is relied upon to guarantee

confidentiality of the traffic.Source diginotes.in



• The two most widely used VPNs are
1. Site-to-site VPNs

2. Remote access VPNs.

• Site-to-site VPNs are used to link multiple offices of an organization
in, commonly referred to as intranet.

• It is also used to secure an extranet- a network connecting multiple
business partners.

• Remote access VPNs connect teleworkers(mobile users or users
from home) to their offices.
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The Information Technology Act, 
2000
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IT ACT: AIM AND OBJECTIVES :

• To give legal recognition to transactions done by electronic way or
by use of the internet.

• To grant legal recognition to digital signature for accepting any
agreement via computer.

• To provide facility of filling documents online.

• To authorise any undertaking to store their data in electronic
storage.

• To prevent cyber crime by imposing high penalty for such crimes
and protect privacy of internet users.

• To give legal recognition for keeping books of account by bankers
and other undertakings in electronic form.
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SCOPE OF THE ACT
SCOPE: The Act attempts to address the following issues :
1. Legal recognition of electronic documents.

2. Legal recognition of digital signatures.

3. Offences and contraventions.

4. Justice dispensation system for cybercrimes.

The Act is not applicable for following documents or transaction :-

1. A negotiable instrument as defined in the Negotiable Instruments Act,
1881.

2. A power of attorney as defined in the Power-of-Attorney Act,1882.

3. A trust as defined in the Indian Trust Act 1882.

4. A will as defined in clause (h) of Section 2 of the Indian Succession
Act,1925 including any other testamentary disposition by whatever name
called.

5. Any contract for the sale or conveyance of immovable property or any
interest in such property.

6. Any such class of documents or transactions as may be notified by the
Central government in the Official Gazette.
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Major concepts
• Access: Gaining entry into, introduction or communicating with the

logical, arithmetical, or memory function resources of a computer,
computer system, or computer network.

• Addressee: is a person who is intended by the originator to receive
the electronic record but does not include any intermediary.

• Adjudicating Officer: means an adjudicating officer appointed
under Section 46(1).

• Affixing Digital signature : means adopting of any methodology or
procedure by a person for the purpose of authenticating an
electronic record by means of digital signature

• Appropriate Government: means any matter 

Enumerated in List II of the Seventh Schedule to the Constitution.

Relating to any State law enacted under List III of the Seventh
Schedule to Constitution, the State Government, and in any other
case, the Central Government
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• Asymmetric Crypto System: is a system of source key pair
consisting of a private key for creating a digital signature and public
key to verify the digital signature.

• Certifying Authority: is a person who has been granted a licence to
issue a Digital Signature Certificate under Section 24.

• Certification Practice Statement: is a statement issued by a
Certifying Authority to specify the practices that the Certifying
Authority employs in issuing Digital Signature Certificates.

• Computer: refers to means any electronic, magnetic, optical or
other high-speed data processing device or system which performs
logical, arithmetic, and memory functions by manipulations of
electronic, magnetic, or optical impulses, and includes all input,
output, processing, storage, computer software or communication
facilities which are related to computer in a computer system or
computer network.
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• Computer Network: implies the interconnection of one or more
computers through:

The use of satellite, microwave, terrestrial line or other communication
media.

Terminals or a complex consisting of two or more interconnected
computers whether or not interconnection is continuously maintained.

• Computer Resources: refer to a computer, computer system, computer
network, data, computer database or software.

• Computer System: refers to a device or collection of devices, including
input and output support devices, and excluding calculators which are
not programmable and capable of being used in conjunction with
external files, which contain computer programmes, electronic
instructions, input data and output data, that performs logic, arithmetic,
data storage and retrieval, communication control and other function.

• Data: implies a representation of information, knowledge, facts, concepts
or instructions which is being prepared or has been prepared in a
formalised manner, and is intended to be processed, is being processed,
or has been processed in a computer system or computer network, and
may be in any form or stored internally in the memory of the computer.
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• Digital Signature: refers to the authentication any electronic
record by a subscriber by means of an electronic method or
procedure in accordance with section 3.

• Electronic Form: with reference to information refers to any
information generated, sent, received, or stored in media,
magnetic, optical, computer memory, micro film, computer
generated micro fiche or similar device.

• Electronic Gazette: refers to the Official Gazette published in the
electronic form.

• Electronic Record: refers to any data record or data generated,
image or sound stored, received, or sent in electronic form or
micro film or computer generated micro fiche.

• Information: includes data, text, images, sound, voice, codes,
computer programs, software and database or micro film or
computer generated micro fiche
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• Intermediary: with respect to any particular electronic message, is
any person who, on behalf of another person, receives, stores or
transmits that message or provides any service with respect to
that message.

• Key, pair: in an asymmetric crypto system, implies a private key
and its mathematically related public key, which are so related that
the public key can verify a digital signature created by the private
key.

• Originator: refer to a person who sends, generates, stores, or
transmits any electronic message or causes any electronic
message to be sent, generated, stored, or transmitted to any other
person, but does not include an intermediary.

• Private key: refers to key of a key pair used to create a digital
signature.

• Public key: refers to the key of a key pair used to verify a digital
signature, which is listed in the Digital Signature Certificate.
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• Secure System:

Refers to computer hardware, software, and procedure that is
reasonably secure from unauthorised access and misuse.

Provides a reasonable level of liability and correct operation,

Is reasonably suited to performing the intended functions.

Adheres to generally accepted security procedure.
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Important provisions
1.Digital Signature :Authentication of  electronic records

• Any subscriber may authenticate any electronic record by affixing
the Digital signature.

• The authentication of the electronic record shall be effected by
the use of the asymmetric crypto system and hash function which
envelop transform initial electronic record into another electronic
record.

• Any person by the use of a public key of the subscriber can verify
the electronic record.

• The private key and the public key are unique to the subscriber
and constitute a functioning key pair.
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2.Electronic Governance: Legal recognition of electronic records 

• E-governance is the public sector’s use of information and
communication technologies with the aim of improving information
and service delivery, encouraging citizens participation in the
decision making process and making government more
accountable, transparent and effective.

• Where any law provides that info or any other matter shall be
written , typed or printed form, than not with standing anything
contained in such a law.

• The requirement shall be deemed to have been satisfied if such
information or matter is rendered or made available in an electronic
form and accessible so as to be usable for a subsequent reference.

Source : diginotes.in Save paper. Save earth



3.Electronic Governance: Legal recognition of digital signature 

• A digital signature is a electronic or digital equivalent of a physical
signature. A digital signature affixed to a digital document
establishes the origin of that digital document.

• Digital signatures are considered to be more secure and cannot be
replicated easily due to the technology behind them.

• Where any law provides that info or any other matter shall be
authenticated by affixing the sign or any document shall be signed
or bear the sign of any person, anything contained in such a law.
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4.Use of Electronic records and Digital Signature in Government 
and its agencies 

Because of high security associated with digital signature , govts in many
countries have passed laws to encourage the use of digitally signed
electronic documents.

• Where any law provides:

1. The filing of any form application or any other document with any
office or body or agency owned or controlled by the appropriate
government in a particular manner.

2. The issue or grant of any license , permit, sanction or approval by
whatever name called in a particular manner.

3. The receipt of money in a particular manner, then not contained in any
other law for the time being in force, such a requirement shall be
deemed to have been satisfied if such filing, issue, grant, receipt as the
case may be is effected by means of such electronic form.

• The govt by rules can prescribe

1. The manner and format in which such electronic records shall be filed,
created or issued.

2. The manner or method of payment of any fee or charges for filling,
creation or issue of any electronic record.Source : diginotes.in Save paper. Save earth



5.Retention of electronic records

• Where any law provides that documents, records or info shall be
retained for any specific period, then requirement shall be deemed
to have been satisfied if such documents , records or info are
retained in the electronic form , if:

1. The info contained there in remains accessible so as to be usable
for a subsequent reference.

2. The electronic record is retained in the format in which it was
originally generated, sent or received in a format which can be
demonstrated to represent accurately the information originally
generated, sent or received.

3. The details which will facilitate the identification of the origin,
destination date and time of dispatch or receipt of such electronic
record are available in the electronic record.

• Nothing in this section shall apply to any law that expressly
provides for the retention of documents, records or information in
the form of electronic records.
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6. Publication of rules and regulations in the electronic gazette

• Where any law provides that any rule, regulation, order, bye-law,
notification or any other matter shall be published in the official
gazette, then, such a requirement shall be deemed to have been
satisfied if such a rule, regulation, order, notification or any other
matter is published in the official gazette or electronic gazette.

• Provided that where any rule, regulation, order, bye-law or any
other matter is published in the official gazette, the date of
publication shall be deemed to be the date of the gazette which
was first published in any form.

• A person has no right to insist on accepting document in electronic
form.
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7. Power to make rules by central government in respect of 
digital signature

The central government may prescribe

• The type of digital signature

• The manner and format in which the digital signature shall be
affixed.

• The manner or procedure which facilitates identification of the
person affixing the digital signature

• Control processes and procedures to ensure adequate integrity,
security and confidentiality of electronic records or payments and

• Any other matter which is necessary to give legal effect to digital
signatures.
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Secure Electronic Records And Secure Digital Signature
Secure Electronic Record
• Where any security procedure has been applied to an electronic record at

specific point of time, then such a record shall be deemed to be secure
electronic record from such a point of time to the time of verification[14]

Secure Digital Signature
1. Unique to the subscriber affixing it
2. Capable of identifying such a subscriber
3. Create in a manner under the exclusive control of subscriber and is linked

to electronic record relates in such a manner that if the electronic record
was altered the digital signature would be invalidated, then such DS shall
be deemed to be a secure DS.[sec 15]

Security Procedures
1. The nature of the transaction
2. The level of Sophistication of the parties with references to their

technological capacity
3. The volume of similar transactions engaged in by other parties
4. The cost of alternative procedures
5. The availability of alternatives offered to but rejected by any party.
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Regulation Of Certifying Authorities
1. Appointment of controller and other officers

1. The controller shall discharge his functions under this act subject to general

control and direction of central government.

2. The deputy controller and assistant controllers shall perform the functions

assigned to them by the controller under the general superintendence and control

of the controller.

3. The qualifications, experience and terms and conditions of service of controller,

deputy controllers and assistant controllers shall be such as may be prescribed by

the central government.

4. The Head office and Branch office of controller shall be at such places as the

central government may specify and these may be established at such places as

the central government may think fit.

2. Functions Of The Controller

The Controller may perform following functions

• Exercising supervision over the activities of the certifying authorities

• Certifying public keys of the certifying authorities

• Laying down the standards to be maintained by the certifying authorities.Source : diginotes.in Save paper. Save earth



• Specifying the qualifications and experience that which employees of the

certifying authorities should possess

• Specifying the contents of written, printed or visual materials and advertisements

that may be distributed or used in respect of digital signature certificate and the

public key;

• Specifying the form and content of a digital signature certificate and the key

• Resolving any conflict of interest between the certifying authorities and the

subscribers

• Laying down the duties of the certifying authorities

3. Recognition of Foreign Certifying Authorities

• The controller may, with previous approval of the central government and by

notification in the official gazette recognise any foreign certifying authority as a

certifying authority for the purposes of this act.

• Where any certifying authority is recognised under subsection(1),the digital

signature certificate issued by such certifying authority shall be valid for the

purposes of this act.

4. Controller to act repository

• The controller shall be the repository of all digital signature certificate issued

under this act.

Source : diginotes.in Save paper. Save earth



• Make use of hardware, software, and procedures that are secure of intrusion and
misuse

• Observe other such standards as may be prescribed by the central government to
ensure that the security of the digital signature is assured.

• The controller shall maintain a computerised data base of all pubic keys in such a
manner that such a data base and the public keys are available of nay member of
the public

5. Licence to issue Digital Signature Certificates

• The process of obtaining a DSC essentially involves submission of paperwork that
establishes applicants to the issuer.

• Any person may make an application, to the controller, for a licence to issue digital
signature certificates.

• No licence shall be issued under sub section(1),unless the applicant full fills such
requirement's with respect to qualification, manpower, financial resources which
are necessary to issue digital signature certificates as may be prescribed by the
central government

• A licence granted under this section shall

• Be valid for such period as may be prescribed by the central government

• Not be transferable. Source : diginotes.in Save paper. Save earth



6. Application for licence

Every application for issue of a licence shall be accompanied by

1. A certification practice statement

2. A statement including the procedure with respect to the identification of the

applicant

3. Such other documents as may be prescribed by the central government

7. Renewal of Licence

An application for renewal of a licence in the required form.

8. Procedure for grant or rejection of licence

The controller may, on receipt of an application under subsection(1) of section

21,after considering the documents accompanying the application.

9. Suspension of licence

The controller may, if he is satisfied after making such inquries as he thinks fit that a

certifying authority has
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• Made a statement in, or in relation to, the application for the issue or renewal of
licence which is incorrect or false in material particular

• Failed to maintain the standards specified under clause(b)of subsection (2)of
section 20

• The controller may, if he has reasonable cause to believe that there is any
ground for revoking a licence under subsection(1).by order, suspend such a
licence pending the completion of any inquiry ordered by him

• No certifying authority whose licence has been suspended shall issue any digital
signature certificate during such suspension

10. Notice of suspension or revocation of licence

• Where the licence of the certifying authority is suspended or revoked the
controller shall publish notice of such suspension or revocation as the case may
be in the database maintained by him

• Where one or more repositories are specified the controller shall publish notices
of such suspensions or revocations as the case may be in all such repositories

11. Power to delegate

• The controller may in writing, authorise the deputy controller, assistant
controller, or any officers to exercise any of the power of the controller .
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12. Power to investigate contraventions

• The controller, or any officer authorised by him in this behalf, shall take up for
investigation any contravention of the provision of this act rules or regulations
made under.

13. Access to computers and data

• The controller, or any person authorised by him shall if he has reasonable cause to
suspect that any contravention of the provisions of this act, rules or regulations
made under has been committed have access to any computer system.

14. Certifying authority to follow certain procedures

• Make use of hardware, software and procedures that are secure from intrusion and
misuse

• Observe such other standards as may be specified by regulations.

15. Certifying authority to ensure compliance of the act

• Every certifying authority shall ensure that every person employed or otherwise
engaged by it complies in the course of his employment.

16. Display of Licence

• Every certifying authority shall display its Licence at a place of the permises in
which it carries on its business
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17. Surrender of Licence

• Every certifying authority whose licence is suspended or revoked
shall immediately after such suspension or revocation, surrender
the licence to controller.

• Where any certifying authority fails to surrender a licence under
subsection(1)the person in whose favour a licence is issued shall
be guilty of an offence and shall be punished with imprisonment
which may extend up to six months or fine up to 100000 or both.

18. Disclosure

• The digital certificate which contains the public key corresponding
to the private key used by that Certifying authority to digitally sign
digital signature certificate.

• Notice of the revocation of its certifying authority certificate
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Digital signature certificates

• DSC is a certificate issued by a CA necessary for an undertaking to 
be able to digitally sign a document.

1. Certifying authority to issue digital signature certificate.

• Any person may make an application to the CA for issue of a DSC in 
such form as may be prescribed by the central Government.

• Every such application shall be accompanied by fee not exceeding 
25000 as may be prescribed by the central government to be paid 
to the CA.

• Each such application shall be accompanied by a certification 
practice 

• Provided that no digital certificate shall be granted unless the CA is 
satisfied that the applicant holds the pair keys, private key which is 
capable of creating a digital signature, public key used to verify a 
DS.  
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2. Representations upon issuance of digital signature certificate.

A CA while issuing a DSC shall certify that

• It has complied with the provisions of this act and the rules and
regulations made .

• It has published the DSC.

• The subscriber holds the private key corresponding to the public
key.

• The information contained in the DSC is accurate.

3. Suspension of digital signature certificate

May suspend such a DSC

• On receipt of a request to that effect from the subscriber or any 
person.

• A DSC shall not be suspended for a period exceeding 15 days unless 
the subscriber has been given an opportunity to be heard in the 
matter. 
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4. Revocation of digital signature certificate

• A CA may revoke a DSC issued by it where the subscriber or any 
other person authorised by him, upon the death of the subscriber, 
winding up of the company.

• A DSC shall not be revoked unless the subscriber has been given 
an opportunity to be heard in the matter.

• On revocation of a DSC under this section, the CA shall 
communicate the same to the subscriber.

5.Notice of suspension or revocation

• Where a DSC is suspended or revoked under sec 37 or 38, the CA 
shall publish a notice of such a suspension or revocation in the 
repository specified in the DSC for publication of such a notice.
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Duties of subscribers
1. Generating key pair.

2. Acceptance of digital signature certificate:

• A subscriber shall be deemed to have accepted a DSC if he publishes the
publication of a DSC to one or more persons, in a repository.

• By accepting a DSC, the subscriber certifies to all who reasonably rely on
the information contained in the DSC that the subscriber holds the pair
or all representations made by the subscriber to the CA.

3. Control of private key

• Every subscriber shall exercise reasonable care to retain control of the
private key corresponding to the public key listed in his DSC and take all
steps to prevent its disclosure to a person not authorised to affix the DS
of the subscriber.

• If the private key corresponding to the public key listed in the DSC has
been compromised, the subscriber shall communicate this without any
delay to the CA in such manner as may be specified by the regulations.
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Penalties and adjudication
1. Penalty for damage to computer, computer system.

• If any person without the permission of the owner accesses or
secures access to such computer, downloads any data, introduces
any computer contaminant or computer virus into any computer,
damages any computer, disrupts any computer network, denies
access or causes the denial of access to any person authorised to
access any computer, provides any assistance to any person to
facilitate access to a computer charges the services availed of by a
person to the account of another person by tampering with or
manipulating any computer, he shall be liable to pay damages by
way of compensation not exceeding 1 crore to the person.

2. Compensation for failure to protect data

• If a body corporate handling any sensitive personal data or
information in a computer resource which owns is negligent in
implementing and maintaining reasonable security practices such
body shall be liable to pay damages to the aggrieved party.
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3. Penalty for failure to furnish information return

• If any person who is required under this act should furnish any 
document , return to the controller or the CA fails to furnish the 
same , he shall be liable to a penalty not exceeding 150000 for 
each such failure.

4. Residuary penalty

• Whoever contravenes any rules or regulations made under this 
act, shall be liable to pay a compensation not exceeding 25000 to 
the person affected by such contravention.

5. Power to adjudicate

6. Factors to be taken into account by the adjudicating officer

• The amount of gain of unfair advantage, wherever quantifiable 
made as a result of the default.

• The amount of loss caused to any person as a result of the default.

• The repetitive nature of the default.
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The cyber regulations appellate tribunal
• Establishment of cyber appellate tribunal.

• Composition of cyber appellate tribunal.

• Qualification for appointment as presiding officer of cyber 
appellate tribunal.

• Term of office.

• Salary, allowances, and other terms and conditions of service of 
presiding officer.

• Filling up of vacancies.

• Resignation and removal.

• Orders constituting appellate tribunal to be final.

• Staff of the cyber appellate tribunal.

• Appeal to cyber appellate tribunal.

• Procedure and powers of the cyber appellate tribunal.
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• Right to legal representation.

• Limitation.

• Civil court not to have jurisdiction.

• Appeal to high court.

• Compounding of contraventions.

• Recovery of penalty.
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Offences 
1. Tampering with computer source documents

• Whoever knowingly or intentionally conceals, destroy or alters or
intentionally or knowingly causes another to conceal, destroy any
computer source code used for a computer or computer network,
shall be punishable with imprisonment up to three years or with a
fine up to 2 lakh or with both.

2. Hacking with computer system

• if any person dishonestly or fraudulently does any act referred to in
section 43, he shall be punishable with imprisonment for a term
which may extend to three years or with fine up to 5 lakh or both.

3. Punishment for receiving stolen computer resources or
communication device

• Whoever dishonestly received or retains any stolen computer
resource of communication device knowing or having reason to
believe the same to be stolen computer resource or communication
device, shall be punished with imprisonment for a term which may
extend up to 3 years or with fine up to 1 lakh or both.Source : diginotes.in Save paper. Save earth



4. Punishment for identity theft

• Whoever fraudulently or dishonestly make use of electronic
signature ,password or unique identification feature of any other
person, shall be punished with imprisonment of either description
for a term which may extend to three years and shall also be liable
to fine which may extend to rupees one lakh.

5. Punishment for cheating by personation by using computer
resource

• Whoever, by means for any communication device or computer
resource cheats by personating, shall be punished with
imprisonment of either description for a term which may extend to
3 years and shall also be liable to fine which may extend to 1 lakh
rupees.

6. Punishment for violation of privacy

• Whoever, intentionally publishes or transmits the image of a
private area of any person without his or her consent, shall be
punished with imprisonment which may extend to 3 years or fine
not exceeding 2 lakh rupees or both.
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7. Punishment for cyber terrorism

• Whoever with intent to threaten the unity, integrity, security of
sovereignty of India or any section of the people by- denying or
cause the denial of access to any person authorized to access
computer resource or attempting to penetrate or access a
computer resource without authorization or exceeding authorized
access.

• Whoever knowingly or intentionally penetrates or accesses a
computer resource without authorization or exceeding authorized
access, and by means of such conduct obtains access to
information, data or computer database that is restricted.

• Whoever commits or conspires to commit cyber terrorism shall be
punishable with imprisonment which may extend to imprisonment
for life.
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8. Publishing of information which is obscene in electronic form

• Whoever publishes or transmits or causes to be published in the
electronic form any material which is lascivious or appeals to the
prurient interest, shall be punished with imprisonment of either
description for a term which may extend to five years and with fine
which may extend to 1 lakh.

9. Punishment for publishing or transmitting of material containing
sexually explicit act in electronic form

• Whoever publishes or transmits or causes to be published in the
electronic form any material which contains sexually explicit act or
conduct shall be punished with imprisonment of either description
for a term which may extend to five years and with fine which may
extend to 10 lakh rupees.
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10. Power of controller to give directions

• The controller may, by order, direct a CA or any employee of such
authority to take such measures or cease carrying on such
activities as specified in the order, if those are necessary to ensure
compliance with the provisions of this act, rules made thereunder.

• Any person who fails to comply with any order under sub-section 1
shall be guilty of an offence and shall be liable on conviction to
imprisonment for a term not exceeding 3 years or to a fine not
exceeding 2 lakh or to both.

11. Government agency power to intercept information

• The act empowers the central/ state government authorised
agency to intercept, monitor or decrypt any information
generated, transmitted or stored in any computer resource if it is
deemed fit in the interest of the sovereignty .

• The agency can also secure all the facilities and technical
assistance from the subscriber or computer personnel to decrypt
the information.

• The subscriber or any person who fails to assist the agency shall be
punishable with an imprisonment for a term to 7 years.Source : diginotes.in Save paper. Save earth



12. Protected system

• The appropriate government may, by notification in the official
gazette, declare any computer, computer system or computer
network to be a protected system.

• The appropriate government may, by order in writing, authorise the
persons who are authorised to access protected systems notified
under sub-section 1.

• Any person who secures access or attempts to secure access to a
protected system in contravention of the provisions of this section
shall be punished up to 10 years and shall be liable to fine.

13. Penalty for misrepresentation.

• Whoever makes any misrepresentation to, or suppresses any
material fact from, the controller or the CA for obtaining any licence
or digital signature certificate, as the case may be, shall be punished
up to 2 years or with fine which may extend to 1 lakh or both.
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14. Penalty for breach of confidentiality and privacy

• Any person who, in pursuance of any of the powers conferred
under this act, rules or regulation made thereunder, has secured
access to any electronic record, book, register or other material
without the consent of the person concerned, discloses such
electronic record or other material to any other person shall be
punished up to 2 years of imprisonment or fine with 1 lakh or both.

15. Penalty for publishing digital signature certificate false in certain
particulars

• No person shall publish a DSC with the knowledge that the CA
listed in the certificate has not issued it or the subscriber listed in
the certificate has not accepted it.

• Any person who contravenes the provisions of sub section 1 shall
be punished up to 2 years imprisonment or fine with 1 lakh or
both.
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16. Publication for fraudulent purpose

• Whoever knowingly creates, publishes or otherwise makes
available a DSC for any fraudulent shall be punished up to 2 years
of imprisonment or fine with 1 lakh or both.

17. Act to apply for offence or contravention committed outside
India

• Subject to the provisions of subsection 2, the provisions of this act
shall apply also to any offence or contravention committed outside
India by any person, irrespective of his nationality.

• Subject to the provisions of subsection 2, the provisions of this act
shall apply also to any offence or contravention committed outside
India by any person if the act or conduct constituting the offence or
contravention involves a computer located in india.

18. Confiscation

• Any computer, computer system, floppies, CD, tape drives or any
other accessories related thereto, in respect of which any provision
of this act or rules, orders or regulations made thereunder has
been or is being contravened shall be liable to confiscation.Source : diginotes.in Save paper. Save earth



19. Penalties or confiscation not to interfere with other punishments

• No penalty imposed or confiscation made under this act shall
prevent the imposition of any other punishment to which the
person affected thereby is liable under any other law for the time
being in force.

20. Power to investigate offences

• Notwithstanding anything contained in the code of criminal
procedure 1973, a police officer not below the rank of deputy
superintendent of police shall investigate any offence under this
act.
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Miscellaneous provisions
1.Power of police officer and other officers to enter search

• Notwithstanding anything contained in the code of criminal
procedure 1973, a police officer not below the rank of deputy
superintendent of police, or any other officer authorised by the
central government, may enter any public place and search and
arrest without warrant any person found therein who is reasonably
suspected of having committed or of committing or of being about
to commit any offence under this act.

• Where any person is arrested by an officer other than a police
officer, such an officer shall, without unnecessary delay, take or
send the person arrested before a magistrate having jurisdiction in
the case or before the officer-in –charge of a police station.
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2. Act to have overriding effect

3. Controller, deputy controller, and assistant controllers to be
public servants

4. Power to give directions: The central government may give
directions to any state government as to the carrying into execution
in the state of any of the provisions of this act or of any rule,
regulation or order made thereunder.

5. Protection of action taken in good faith

6. Offences by companies

• Where a person committing a contravention of any of the
provisions of this act or of any rule, direction or order made
thereunder is a company, every person who, at the time the
contravention was committed, was in charge of and was
responsible to, the company for the conduct of business of the
company as well as the company, shall be guilty of the
contravention and shall be liable to be proceeded against and
punished.
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7. Removal of difficulties

• If any difficulty arises in giving effect to the provisions of this act,
the central government may, by order published in the official
gazette, make such provisions not inconsistent with the provisions
of this act as appear to it to be necessary for removing the
difficulty provided that no order shall be made under this section
after the expiry of a period of two years from the commencement
of this act.

• Every order made under this section shall be laid, as soon as
possible after it is made, before each house of parliament.

8. Constitution of advisory committee

• The central government shall, as soon as possible after the
commencement of this act, constitute a committee called the
cyber regulations advisory committee.

• The cyber regulation advisory committee shall consist of a
chairperson and such a number of other official and non-official
members representing the interests principally affected or having
special knowledge of the subject- matter as the central govt.
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9. Special provisions for evidence relating to electronic record

10. Admissibility of electronic records

11. Presumption as to electronic records and digital signatures

• In any proceeding involving a secure electronic record, the court shall
presume, unless the contrary is proved, that the secure electronic record
has not been altered since the specific point of time to which the secure
status relates.

• In any proceeding, involving a secure DS, the court shall presume, unless
contrary is proved, that the secure DS is affixed by subscriber with the
intention of signing or approving the electronic record.

12. Presumption as to digital signature certificates

13. Presumption as to electronic messages

• The court may presume that an electronic msg forwarded by the
originator through an electronic mail server to the addressee to whom
the msg purports to be addresses corresponds with the msg as fed into
his computer for transmission but the court shall not make any
presumption as to the person by whom such msg was sent.

Source : diginotes.in Save paper. Save earth



THANK YOU
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